
Securing Your Web World

Trend Micro™

ScanMail™ Suite for Microsoft® Exchange
High security. Low administration. All in real time. 

Enterprises need powerful, multi-layered messaging security to protect 
business-critical email environments from viruses, spyware, spam, phishing, 
and other email-borne web threats, as well as data loss. Gateway security may 
stop the majority of incoming threats at the perimeter, but the mail server is a 
crucial point for securing both inbound and outbound communications.

Trend Micro ScanMail for Microsoft Exchange continues to deliver industry-leading scan 
engines to help stop the widest possible range of threats while innovative Web Reputation and 
Email Reputation technologies—powered by the Trend Micro™ Smart Protection Network™—use 
a unique cloud-client architecture to thwart the latest attacks. Plus regional content filters protect 
data privacy.

ScanMail is optimised for the most recent Microsoft Exchange platforms to streamline administration 
and minimise server impact, beating the total cost of competitive solutions by up to 50 percent. 
The bottom line: ScanMail delivers the latest protections from data theft and loss with the lowest 
total cost of ownership.

KEY FEATURES

Leading Antivirus, Antispyware, Antispam, 
and Antiphishing Security
• �Detects and removes viruses, spyware 

Trojans, and worms
• �Stops zero-day threats with signature-

independent technology
• �Employs pattern matching, heuristics, 

and cloud queries to stop unwanted and 
fraudulent messages 

New! Email Reputation Technology 
(optional for Exchange Edge role)
• �Bars messages from known bad senders—

without relying on content inspection
• �Provides immediate protection and keeps 

network connections free using up-to-the-
minute threat intelligence

Advanced Content Filtering
• �Protects sensitive information using 

keywords, regular expressions, and new 
regional identifiers

• �Enables granular Active Directory-based 
policy enforcement 

• �Prevents data loss and compliance 
violations with over 40 new regional  
pre-canned policies

New! Web Reputation Technology
• �Blocks messages with malicious web links—  

before they reach users
• �Provides immediate protection using 

up-to-the-minute threat intelligence

Half the Administration of Competitive 
Products
• �Strong group configuration and 

management with centralised logging and 
reporting

• �New! Role-based access control with single 
sign-on

• �New! Audit logging to track changes to 
configuration settings

• �Integration with Microsoft System Center 
Operations Manager and Microsoft Outlook® 
Junk E-mail Filter

• �Full Microsoft cluster support, certified for 
Veritas™

Optimised for Exchange
• �Native 64-bit support for Exchange 2010 

and 2007; 32-bit support for Exchange 
2003/2000

• �Configurable, multi-threaded scanning and 
CPU throttling, with use of AV Stamp to 
avoid duplicative inspection

SOFTWARE

Protection Points
• �Mail Server

Threat Protection
• �Antivirus
• �Antispyware
• �Antispam
• �Antiphishing
• �Content Filtering
• �Web Threat Protection

KEY BENEFITS

Comprehensive Security
Blocks the wide range of spam, malware, 
and blended threats

Immediate Protection
Protects against fast-moving, constantly 
evolving attacks

Lower IT Costs
Minimises administrative headaches with 
strong central management

Higher Performance
Scans efficiently with negligible impact on 
server performance

Reduced Business Risks
Prevents network invasion, system 
infection, identity theft, data loss, and 
compliance violations
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CONTENT 
FILTERING

ANTI-PHISHINGANTIVIRUS WEB 
REPUTATION

ANTI-SPYWARE

Trend Micro ScanMail Suite for 

Microsoft Exchange is extremely 

important in our environment. 

We get hundreds of thousands of 

email messages daily, and a large 

percentage of those messages are 

spam. ScanMail detects the wide 

range of malware that can come 

in over email, and also solves the 

spam problem.

Kevin Cavanagh
Data Security Analyst
Calgary Board of Education 
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ANTI-SPAM
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TREND MICRO  I  SCANMAIL™ SUITE FOR MICROSOFT® EXCHANGE

TREND MICRO™ 
ENTERPRISE SECURITY 
Trend Micro™ Enterprise Security is 
powered by our Trend Micro™ Smart 
Protection Network, unique in-the-cloud 
technology that correlates threat data in 
real time—so you get immediate protection 
with less complexity. Trend Micro 
Communication & Collaboration Security 
leverages the Smart Protection Network 
to stop threats faster and minimise 
administration.
http://uk.trendmicro.com/uk/home/
enterprise
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Trend Micro Communication & Collaboration Security delivers an airtight defense against the 
wide range of threats at multiple points and attack vectors.

Communcation & 
Collaboration Security

IM Security ScanMail Suite ProtalProtect

Protection Point IM Servers Mail Servers Collaboration Servers

Web Reputation P P

Email Reputation P

Antivirus P P P

Antispyware P P P

Antispam P

Antiphishing P P

Content Filtering & 
Data Leak Prevention

P P P

MINIMUM SYSTEM REQUIREMENTS

Hardware
• �1GB RAM, 2GB RAM recommended (5MB of RAM per mailbox)
• �1GB of free disk space

Windows Operating System
• �Microsoft Windows® 2000 server with SP4 or above
• �Microsoft Windows 2003 server SP1 or above
• �Microsoft Windows Server 2003 R2 (32-bit or 64-bit)
• �Microsoft Windows Server 2008 (64-bit)

Exchange Platforms
• �Microsoft Exchange 2003 Server SP 2
• �Microsoft Exchange 2007 Server
• �Microsoft Exchange 2010 Server

Additional Requirements
• �Microsoft IIS 6.0 or above 
• �JVM™ version J2RE 1.4.1_02
• �Any Java™-enabled web browser that supports frames, such as Microsoft Windows Internet 

Explorer® 6.0 or above
• �Firefox® 2.0

ScanMail Suite for Microsoft Exchange is part of Trend Micro Communication & Collaboration Security, a four-in-one solution to 
protect your Microsoft email, IM, and collaboration environments. The unique cloud-client security model and correlated threat intelligence of the 
Smart Protection Network stop threats across all environments so that you can maximise productivity and minimise the risk. And with centralised 
management, optimised performance, and tight platform integration, it further reduces administration.
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