
Securing Your Web World

Trend Micro™

InterScan™ Messaging Hosted Security
Keep email threats off the network with a hosted service  

Companies are experiencing a dramatic increase in email-based attacks on their 
messaging infrastructure and network resources. Spam, spyware, phishing, 
botnets, zombies, targeted email attacks, and blended-threat attacks not only 
sap employee productivity, they endanger company networks. These threats can 
also expose organisations to data leakage, compliance issues, and legal risks. 
To combat these wide-ranging email threats, organisations need a compre-
hensive messaging security solution that stops threats before they penetrate 
the network.

Trend Micro InterScan Messaging Hosted Security integrates powerful anti-spam and anti-phishing with 
award-winning antivirus and anti-spyware, blocking standalone, blended-threat, and customerspecifi c 
attacks. You can choose the service level that best suits your security strategy with either streamlined 
management for complete security with minimal administration or granular access and control with con-
tent fi ltering to enforce compliance and prevent data leakage. Both service levels offer comprehensive 
hosted email security to block threats before they can touch the network, securing the network and 
saving bandwidth, storage, and other resources.
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HOSTED SERVICE

Protection Points
• Messaging Gateway

Threat Protection
• Spam
• Viruses
• Spyware
• Phishing
• Content Filtering

BENEFITS 

• Email Reputation blocks spam before reaching the gateway using the world’s largest, most trusted reputation database while
dynamic reputation services stop threats from zombies and botnets as they fi rst emerge

• Anti-spam composite engine combines multiple protective techniques including patent-pending image spam detection technology 
and embedded URL reputation

• Multi-lingual spam detection improves protection for global companies
• Anti-phishing leverages signatures, heuristics, and reputation services to stop phishing, including corporate spear-phishing attacks

• Award-winning technology and TrendLabs provide 24x7 protection
• Zero-day protection blocks unknown and targeted virus attacks
• ActiveAction antivirus technology automates recommended virus responses
• Anti-spyware stops targeted spyware attacks sent through email

• A simple redirect of the MX record achieves quick deployment
• No email security hardware or software is needed, reducing infrastructure, costs, and administration
• Choice of management levels meets varying administrative needs with either granular access and control or streamlined 

management
• All updates and tuning are conducted for the customer by Trend Micro
• Directory management through LDIF and other directory fi le import simplifi es management
• Message tracking and detailed reports provide in-depth insight into the system
• Web-based End-User Quarantine and quarantine digest emails enable end users to manage their own spam

• Content fi ltering supports regulatory compliance, aids corporate governance, and prevents data leakage
• Inbound and outbound content fi lters scan emails and attachments
• Filters identify content by attachment characteristics, keywords, lexicons, and customised data rules
• Policies target senders or recipients by company, group, or individual
• Policy actions provide fl exible remediation options including company-specifi c legal disclaimers

FEATURES

Powerful Spam and
Phishing Defense

Award-Winning
Antivirus Security

Easy Management

Flexible Content 
Filtering
(Advanced Service only)

ANTI-SPYWARE ANTI-SPAM ANTIVIRUS ANTI-PHISHING CONTENT
FILTERING
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SERVICE LEVELS

Inbound email and attachment fi ltering

Outbound email and attachment fi ltering

Streamlined management

Granular access and control with fl exible content fi ltering

Standard Advanced
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EMAIL CONTINUITY
InterScan Messaging Hosted Security ensures optimised performance and high availability, providing 
organisations with uninterrupted security.
• Minimal latency and guaranteed privacy ensure continuous, secure uptime
• Geographically distributed data centres use fully redundant, load-balanced systems
• Automatic back-up saves emails when the customer system is unavailable
• Extensive Service Level Agreement covers availability, performance, and support

TRUST THE EXPERTS IN THREAT PROTECTION
As a recognised leader in gateway secure content management, Trend Micro has created a compre-
hensive multi-layer hosted service that brings together the best in spam blocking, antivirus, content 
control, and system monitoring. Trend Micro InterScan Messaging Hosted Security is powered 
by TrendLabsSM a global network of research centres that ensures constant threat surveillance 
and attack prevention. With accurate, real-time data, TrendLabs delivers effective, timely security mea-
sures designed to detect, pre-empt, and eliminate attacks

ONLINE RESOURCES
• http://MessagingSecurity.trendmicro.com

OTHER GATEWAY EMAIL SECURITY 
PRODUCTS
• InterScan™ Messaging Security Suite
• InterScan™ Messaging Security Appliance
• InterScan™ VirusWall
• InterScan™ Gateway Security Appliance

COMPLEMENTARY PRODUCTS
• Additional Gateway Security
     - InterScan™ Web Security Suite
     - InterScan™ Web Security Appliance

• Mail Server Security Products
     - ScanMail™ for Microsoft™ Exchange
     - ScanMail™ for Lotus™ Domino™

• Extended Messaging Security
     - IM Security for Microsoft™ LCS
     - PortalProtect™ for Microsoft™ 
       SharePoint™

Figure 1: Detailed Reports Provide In-Depth System Insight


