
SECURING YOUR WEB WORLD

ENTERPRISE
             Trend Micro is focused on
securing the exchange of digital information—
                                         to ensure your business is ”always on.”

Crime Pays—at Your Expense
Cybercrime is now generating higher profits than the 
illegal drug trade. Don’t let your enterprise, or your 
customers, pay the price.

Total Web Threat Protection
For two decades, Trend Micro has led Internet 
content security innovation and is now the first to offer 
comprehensive web threat protection.

Global Threat-Sensing Network
With real-time threat intelligence, Trend Micro is 
positioned to predict, respond, and pre-empt attacks.

 

SOLUTIONS



Integrated 
Threat Management 
Integrated, multilayered web 
threat solutions deliver continuous 
protection against:

•	 Spyware 
•	 Spam
•	 Viruses, Trojans, Worms
•	 Phishing
•	 Bots
•	 Inappropriate Content
•	 Blended Threats
•	 Data Leaks, Loss, and Insider 

Threats
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	 WEB REPUTATION

Innovative Web Reputation stops web-
based threats at the Internet layer—
before they can steal your assets, slow 
productivity, and damage your brand 
image. It protects users by blocking 
access to web pages known for spyware, 
Trojans, and other malicious activity.

Blocks Access to Malicious Sites
Employs multiple detection techniques to 
identify malicious sites before users click 
on them

Delivers Instantaneous Updates 
Continually tracks and rates millions of 
domains to ensure the most reliable, up-to-
date protection

Protects Against Zero-Day Threats
Stops unknown web-based threats without 
relying on signature files

Secures Endpoints off the Network
Protects PCs and laptops at the web layer—
so they are protected on or off your network

Improves Overall Security
Shares critical web threat intelligence with 
other Trend Micro products—for better, 
integrated security

	 ANTISPAM

Trend Micro is #1 in antispam!* In an 
independent benchmark test by Opus 
One, Trend Micro gateway antispam 
outperformed all other solutions. A key 
advantage is our adaptable technology 
that evolves as spamming techniques 
change and become more sophisticated. 

Blocks Spam at Outermost Layer
Stops spam in the cloud before it can enter 
your network and burden IT resources

Detects Known Spam Sources 
Validates email addresses against the largest 
reputation database of known spammers

Stops Spam in Real Time 
Uses dynamic reputation analysis to 
detect new spam sources, including 
zombies and bots 

Filters Messaging Traffic 
Blocks spam at the Internet messaging 
gateway and mail servers before it can 
impact employee productivity

Improves Spam Detection
Combines statistical analysis, heuristics, 
pattern recognition, blacklists and whitelists 
for better detection 

Enables Customization
Provides the ability to customize policies 
and spam tolerance levels for groups or 
individuals

Stops Bots from Spewing Spam
Blocks bot communication to preserve 
bandwidth and prevent the spread of spam 
and crimeware

*�Opus One, Results of Anti-Spam Solution Testing, Feb. 2007.

	 ANTISPYWARE

Trend Micro antispyware solutions block 
incoming spyware and the outbound data 
being collected by spyware. Innovative 
technology also prevents users from 
browsing Web sites that install tracking 
software. If spyware is already installed, it 
automatically cleans the infected systems. 

Stops Spyware at Multiple Layers
Delivers end-to-end spyware protection—from 
the web gateway to client/server networks

Blocks Email-Borne Spyware
Protects against spyware and grayware that 
propagates via email

Protects Against Web-Borne Spyware
Prevents users from browsing websites 
known to harbor spyware  

Prevents “Drive-by” Downloads 
Screens web pages as users browse to block 
spyware hidden in Applets and ActiveX

Blocks Outbound Communication 
Stops spyware that tries to “phone home” 
before it transmits network or company data 
over the web

Automates Cleanup
Removes spyware, unwanted grayware, and 
remnants from servers and desktops

Tim Burke
Information Systems Security Manager
QBE Regional Companies, Inc.

” �It is clear to me that Trend Micro 
stays on top of the latest threats... 
and reacts faster to give us 
protection as quickly as possible.“ 



•	 LeakProof
•	 OfficeScan
•	 Trend Micro Mobile Security

•	 ServerProtect

•	 Web
-	InterScan Web Security Solutions
-	InterScan WebProtect for ISA

•	 Messaging
-	InterScan Messaging Security Solutions
-	Spam Prevention Solution

•	 Email Reputation Services

•	 Trend Micro Control Manager
•	 Damage Cleanup Services

•	 Network VirusWall Enforcer
•	 LeakProof

•	 ScanMail Suite (Mail)
•	 PortalProtect (Collaboration)
•	 IM Security for LCS (IM)

Internet
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	 ANTIVIRUS

Trend Micro antivirus security guards 
every network entry point—from the web 
and network perimeter to email and file 
servers, desktops, and mobile devices. 

Delivers Proven Virus Protection
Guards against web and email-borne 
viruses, worms, and Trojans using reputation 
services, signatures, heuristics, and more

Stops Network Worms
Runs inline network and host-based scans  
to detect and block worms and botnets

Contains Outbreaks
Isolates infected network segments—before 
threats can spread

Enforces Security Compliance
Ensures devices have updated security and 
critical patches before accessing the network

Blocks Malicious Mobile Code
Screens web pages for malware hidden in 
applets, ActiveX, JavaScript, and VBScript 

Automates Damage Cleanup
Removes viruses, worms, Trojans, and 
remnants from servers and clients including 
guest devices

Stops Zero-Day Threats in Real Time
Monitors your corporate network to detect 
suspicious activity—before an attack 

	 ANTIPHISHING

Trend Micro antiphishing security offers a 
comprehensive approach to stop identity 
theft and protect confidential corporate 
information. 

Stops Phishing Earlier 
Blocks email from known phishing sources in 
the cloud—before it can enter your network 

Filters Messaging Traffic 
Stops fraudulent, phishing-related email at 
the messaging gateway and mail servers  

Delivers Targeted Protection 
Analyzes URLs embedded in phishing email 
and delivers signature files to block the threats

Filters Outbound Email
Stops the transmission of outbound data to 
known phishing-related websites

Protects Against Theft
Stops unauthorized transmission of credit 
card and bank account numbers, usernames, 
passwords, and other private data

	 WEB FILTERING

Trend Micro content and URL filtering 
enable companies to manage employee 
email and Internet use in accordance 
with regulatory compliance and corporate 
security standards.  

Filters Incoming and Outgoing Content 
Blocks unwanted content from entering your 
network and prevents sensitive data from 
going out 

Limits Exposure to Inappropriate Content
Enables IT to set web-use and email content 
policies for the company, groups, or individuals 

Categorizes Web Sites in Real Time
Employs dynamic rating technology to 
categorize websites while users browse 

Reduces IT Burden
Delivers scheduled and real-time reports and 
supports external directory services 

Trend Micro Security Deployment  
•	 Integrates comprehensive threat protection 

in a single platform
•	 Protects every critical entry point
•	 Enables centralized management 
•	 Supports heterogeneous environments

Gateway
Management

File Servers

Endpoint

Network

Communication/ 
Collaboration 
Servers

In the Cloud



Enterprise-Wide Security 

Trend Micro’s enterprise-wide security solution integrates multiple layers of products 
and services centrally managed via Trend Micro Control Manager™. Seamless 
inter-product collaboration ensures maximum protection at all critical entry points. 
For maximum flexibility and scalability, Trend Micro offers hosted services on the 
Trend Micro SecureCloud™ platform. To maximize the effectiveness of security, 
Trend Micro™ Premium Support offers personalized, proactive technical support.

TREND MICRO PRODUCTS & SERVICES
The products listed in the chart below represent the full-featured versions of Trend Micro 
enterprise security solutions.
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DATA LEAK PREVENTION

Trend Micro data leak prevention security 
combines endpoint-based enforcement 
with highly accurate fingerprinting and 
content matching technology. It protects 
sensitive information and customer 
privacy to help you meet today’s stringent 
regulatory compliance standards.

Protects Privacy 
Prevents improper use of customer 
and employee information and secures 
intellectual property

Secures Network Perimeter and Endpoints
Prevents leaks at network channels, ports 
and endpoints, including USB drives and 
CD burners

Supports Regulatory Compliance 
Monitors usage, scans endpoints, and 
educates employees to reduce risk

Discovers Sensitive Data  
Finds sensitive data on laptops, desktops, 
and servers

Educate Employees
Enables you to customize interactive dialogs 
for employee education and workflows
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MESSAGING SECURITY

Trend Micro  
Products & Services

Anti-
virus

Anti-
spyware

Anti-
spam

Anti-
phishing

Email 
Reputation

Web 
Reputation

URL 
Filtering

Data Leak 
Prevention

InterScan™ Messaging 
Security Solutions P P P P P P

Spam Prevention Solution P P P
Email Reputation Services P P P
ScanMail™ Suite P P P P
IM Secuirty for Microsoft™ 
Live Communication Server P P P

PortalProtect™ P P

WEB SECURITY

Trend Micro  
Products & Services

Anti-
virus

Anti-
spyware

Anti-
spam

Anti-
phishing

Email 
Reputation

Web 
Reputation

URL 
Filtering

Data Leak 
Prevention

InterScan™ WebProtect 
for ISA P P

InterScan™ Web Security 
Solutions P P P P P

ENDPOINT SECURITY

Trend Micro  
Products & Services

Anti-
virus

Anti-
spyware

Anti-
spam

Anti-
phishing

Email 
Reputation

Web 
Reputation

URL 
Filtering

Data Leak 
Prevention

OfficeScan Client/Server 
Edition P P P P

ServerProtect™ P P P
Trend Micro™ Mobile Security P P P P
LeakProof P

SECURITY SUITES

Trend Micro  
Products & Services

Anti-
virus

Anti-
spyware

Anti-
spam

Anti-
phishing

Email 
Reputation

Web 
Reputation

URL 
Filtering

Data Leak 
Prevention

NeatSuite™ Advanced P P P P P P

Client/Server/Messaging Suite P P P P P P


